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Classification of the Work Item and linked work items

2.1
Primary classification
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	720005
	New Services and Markets Technology Enablers (SMARTER)
	Stage 1 work item

	800006
	LAN support in 5G (5GLAN)
	Stage 1 work item

	800007
	Service requirements for cyber-physical control applications in vertical domains (cyberCAV)
	Stage 1 work item

	820017
	5GS Enhanced support of Vertical and LAN Services
	Antecedent Stage 2 work item

	800014
	Study on Audio-Visual Service Production (FS_AVPROD)
	Stage 1 study item covering UE onboarding in non-public networks

	830020
	Study on further service requirements for cyber-physical control applications in vertical domains (FS_eCAV).
	Stage 1 study item

	840024
	Study on enhanced support of Non-Public Networks
	Stage 2 Rel-17 study item

	840027
	Security for 5GS Enhanced support of Vertical and LAN Services
	Antecedent Stage 2 work item

	810038
	Study on Security for 5GS Enhanced support of Vertical and LAN Services
	Antecedent Stage 2 study item


3
Justification

SA2 has started a study on enhanced support of Non-Public Networks documented in TR 23.700-07. In this study, SA2's aim is to cover further enhancements to the 5GS to fulfil the not yet supported stage 1 service requirements for Non-Public Networks in TS 22.261 and requirements described in e.g. TS 22.263. Among these requirements, there are few with potential security impact and hence need SA3's attention.

For example, the requirement to enable support for SNPN along with subscription / credentials owned by an entity separate from the SNPN touches upon the primary authentication procedure in the 5G System. The previous SA3 work related to the support of SNPN didn't require any change neither to which core network functions involved in the authentication procedures, nor to the interactions between them with respect to authentication. Depending on the SA2 conclusion, SA3 might need to further enhance the security mechanisms for SNPN in order to consider possible interactions with a separate entity during primary authentication. 

The other relevant SA2 requirement is on how to support UE onboarding and provisioning for non-public networks. Any aspects related to credential management are in the remits of SA3. In fact, the credentials are the central component in the security architecture of the 5G System. Furthermore, SA3 has already studied this topic in the early phases of the 5G System work but in the context of PLMNs. Depending on the SA2 conclusion, SA3 might need to revisit this topic in the context of NPNs. 
4
Objective

The aim of this work is to study the security aspects for any potential enhancements to be developed by SA2 based on the outcome of their study in TR 23.700-07. For each of the objectives in the scope of the SA2 study, the security aspects that are to be covered in this study are as follows:

· Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN

· Study potential solutions for authentication using credentials owned by an entity separate from the SNPN
· UE Onboarding and remote provisioning of non-USIM credentials

· Identify security Key Issues relating to UE Onboarding and remote provisioning with non-USIM credentialsIdentify methods by which the UE can be verified as "uniquely identifiable and verifiably secure" 

· Critically review the security aspects of the proposed solutions in TR 23.700-07 and make recommendations for security improvements where required.

· Study potential solutions for the secure provisioning of non-USIM credentials taking into account different deployment scenarios.


NOTE 1: The term "non-USIM credentials" in this context denotes credentials that are not required to be stored in the USIM for 5G AKA and EAP-AKA’.
· Support of IMS voice and emergency services for SNPN

· Analyse potential security impacts from supporting IMS voice and IMS services in SNPNs. In Rel-16 SNPNs do not support IMS emergency services but for Rel-17 its expected that the enabling of IMS and IMS services for SNPNs is to be studied. 
NOTE 2: Key issue 2 in TR 23.700-07 is assumed to not require any study from a security perspective.
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Expected Output and Time scale

	New specifications

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.XXX
	Study on enhanced security support for Non-Public Networks 
	SA#90 Dec 2020
	SA#91 Mar 2021
	Normann, Henrik, Ericsson, henrik.normann@ericsson.com 


	Impacted existing TS/TR 

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)

Normann, Henrik, Ericsson, henrik.normann@ericsson.com 
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Work item leadership

SA3
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Aspects that involve other WGs
SA2 for other stage 2 aspects 
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